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1. 
2. Introduction
2.1 This document defines the Information Security Policy for the Diocese of Ripon & Leeds.

The Policy:

a) Sets out the organisation’s policy for the protection of the confidentiality, integrity and availability of its information assets: - that is hardware, software and information handled by information systems, networks and applications;
b) Establishes the information security responsibilities;
c) Provides reference to documentation relevant to this policy

This policy replaces the ‘Communications Use and Security Policy and Procedures’ 2006 document.

3. Objective
3.1 The objective of this policy is to ensure the security of the Diocese’s information assets.  To do this the Informatics Support Service, will:

		Ensure Availability – ensure that assets are available for Users;
Preserve Integrity – protect assets from unauthorised or accidental modification;
		Preserve Confidentiality – protect assets against unauthorised disclosure.

3.2 Willful or negligent disregard of this policy will be investigated and dealt with under the appropriate Disciplinary Procedures.

4. Scope of this Policy
4.1 This policy applies to all staff who have access to Diocesan information systems (including full-time or part-time employees of the Diocese, stipendiary clergy, NSMs, lay staff and volunteer members e.g. Trustees, contracted third party organisation and individuals (including agency staff), students/trainees, staff on placement with the Diocese, and staff of partner organisations with approved access).

4.2 This policy applies to all information, media, systems, networks, portable devices, applications and locations.

5. Policy Statement
5.1 The overall Information Security Policy for the Diocese is described below:

Diocesan information systems, applications and networks are available when needed.  They can be accessed only by legitimate users and should contain complete and accurate information.  The information systems, applications and networks must be able to withstand or recover from threats to their availability, integrity and confidentiality.  To ensure this, the Diocesan Office will:

a) Protect all hardware, software and information assets under its control.  This will be achieved through compliance with current standards;

b) Provide both effective and cost-effective protection that is commensurate with the risks to its assets;

c) Implement this Information Security Policy in a consistent, timely and cost effective manner;

d) Act in compliance with all relevant legislation including:

The Data Protection Act 1998
Copyright, Designs & Patents Act 1988
Computer Misuse Act 1990
The Human Rights Act 1998
Electronic Communications Act 2000
Regulation of Investigatory Powers Act 2000

6. Risk Assessment and audit
6.1 The IT Lead (Financial Secretary) is responsible for ensuring that appropriate risk assessment(s) are carried out in relation to all the business processes covered by this policy.  These risk assessments will cover all information systems, applications and networks that are used to support those business processes.  The risk assessment will identify the appropriate security countermeasures necessary to protect against possible breaches in confidentiality, integrity and availability.

7. Systems Implementation
7.1 Those responsible for implementing systems are responsible for ensuring that effective security countermeasures are produced and implemented as part of any new system or project.

8. Accreditation of Information Systems
8.1 All information systems, applications and networks must be approved by the IT Lead and Diocesan Secretary and that approval must be appropriately documented.

8.2 The Diocesan IT Lead is responsible for ensuring that the information systems do not pose an unacceptable security risk to the organisation.

9. Malicious Software
We will ensure that measures are in place to detect and protect the network from viruses and other malicious software.

10. Unauthorised Software
Use of any non-Diocesan office approved software on Diocesan equipment must be approved by the IT Lead before installation.  All software used on Diocese equipment must have a valid licence agreement.

11. External Network Connections
11.1 The Informatics Support Service must ensure that all connections to external networks and systems are approved.
11.2 The Informatics Support Service must approve all connections to external networks and systems before they commence operation.

12. Disaster Recovery Plans
In partnership, the IT Lead and Diocesan Surveyor must ensure that disaster recovery plans are produced for all critical applications, systems and networks.  The plans should be reviewed and tested on a regular basis.





13. Mobile Computing and Communications
Mobile computing is now common place, where users connect remotely to systems through laptops, mobile phones, PDAs etc.  Equipment in transit is at particular risk of being damaged, stolen or lost.  Further, transfer of unencrypted data from mobile devices is also a particular risk.  Training procedures and written guidance must be put into place for users to cover these threats.  Risk assessments should be carried out to identify encryption requirements, e.g. where personally identifiable or other sensitive information is in use.

13.1 Use of network file servers must be promoted and where possible devices should be configured so that data processed on them is synchronised to the network at the end of the session.  If data is saved to the local drive (c: drive) and the device is lost so is that data.

14. Electronic Transfer of Person Identifiable Data
Any bulk electronic extract and transfers of person identifiable or sensitive data by portable (including mobile phones) or removable media, file transfer protocol or email, must be encrypted, or password protected and authorised in advance.

14.1 It is a requirement of this office that any electronic bulk transfer of person identifiable or sensitive data is encrypted to a standard advised by the Informatics Support Service.

15. Removable Media – including USB, memory stick, pen drives, external hard disk drives, CD Rom, floppy disk – this is not an exhaustive list.
Staff and contractors are not permitted to introduce or use any removable media for storing or transfer of person identifiable or sensitive information, other than those provided or explicitly approved for use by the Diocesan IT Lead.

Line managers are responsible for the day to day management and overseeing of removable media used within their work areas to ensure this policy is followed.

Line managers are responsible for the secure storage of all unallocated removable media.

Staff who have been authorised to use removable media for the purpose of their job role are responsible for the secure use of those removable media as required by this policy.

16. Secure Disposal or Re-use of Equipment
All users must ensure that the Informatics Support Service is issued with all redundant computer equipment, including removable media.

17. Reporting Data Security Breaches and Weaknesses
Data security breaches and weaknesses, such as the loss of data or the theft of a laptop, must be reported in accordance with the requirements of the Diocese incident reporting procedure, and, where necessary, investigated by the IT Lead.

18. Training and Awareness
Security awareness training will be made available as part of our training programme for all staff to ensure that they are aware of their responsibilities for security, and the actions that they need to undertake in order to discharge those responsibilities.



19. Responsibilities
The IT Lead is responsible for:

Making arrangements for information security through the implementation of an Information Security Policy for the organisation.

Ensuring that where appropriate, staff receive information security awareness training.

Engaging and monitoring the service of the Informatics Support Service to ensure delivery of the policy requirements.

20. The Informatics Support Service and IT Lead role is to:

Assist in the formulation of this Information Security Policy and any related policies and procedures.

Produce organisational guidance in information security matters as appropriate.

Co-ordinate information security activities particularly those related to shared information systems or IT infrastructures.

Ensure all portable storage devices and removable media supported by the Diocese are secure and encrypted as necessary.

Review and approve any changes to the security of any information system, application or network and, in conjunction with the IT Lead update all relevant system documentation.

Deliver confidentiality and information security training as part of the training programme.

Provide advice and guidance on:
Policy Compliance
Incident Investigation
IT Security Awareness
IT Security Training

Assist with enquiries in relation to the Data Protection Act.

Advise on potential breaches of the Act and recommend actions.

Encourage, monitor and check compliance with the Data Protection Act.

Liaise with external organisations regarding Data Protection Act matters.

Promote awareness and provide guidance and advice related to the Data Protection Act as it applies within the organisation.






21. Line Manager’s Responsibilities
Line Managers are directly responsible for:

Ensuring the security of the organisation’s assets (that is information, hardware and software used by staff and, where appropriate, by third parties) is consistent with legal and management requirement and obligations;

Ensuring that their staff are aware of their security responsibilities and comply with all relevant policies and procedures;

Ensuring that their staff undertake relevant training
Inform IT Lead of any serious breach of security which may occur in the area of responsibility

22. User Responsibilities
All staff or agents acting for the Diocese have a duty to:

Safeguard hardware, software and information in their care;

Ensure that document files are not saved locally on the hard disk (c: drive, including the desktop) of Diocese computers but rather, saved to server drives e.g. R: drive (if the computer were to be stolen the data would be lost).  We recognise that there are rare occasions when saving work files locally may be necessary and in these instances a risk assessment should be undertaken, prior to any files being stored on a computer hard disk.

[bookmark: _GoBack]Ensure that person identifiable or other sensitive information is not stored in portable or removable media (laptops, USB, memory stick, mobile phone) unless the device is supported by the Diocese and the file or drive has to be suitably encrypted to the advised standard.

Prevent the introduction of malicious software on the organisation’s IT systems;

Report any suspected or actual breaches in security;

Comply with all information security measures approved by the Diocese;

Deliberate misuse of information or systems, or negligently disregard of Diocese security measures could result in disciplinary action, including dismissal.

23. Policy Review
This policy will be reviewed and updated in June 2013.
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